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ABSTRACT
We present a framework for verifying temporal and epis-
temic properties of multi-agent systems by means of bounded
model checking. We use interpreted systems as underlying
semantics. We give details of the proposed technique, and
show how it can be applied to the “attacking generals prob-
lem”, a typical example of coordination in multi-agent sys-
tems.

Categories and Subject Descriptors
I.2.11 [Artificial Intelligence]: DAI—Multiagent systems

General Terms
Theory

Keywords
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1. INTRODUCTION
The field of multi-agent systems (MAS) theories is tra-

ditionally concerned with the formal representation of the
mental attitudes of autonomous entities, or agents, in a dis-
tributed system. For this task several modal logics have
been developed in the past 20 years, the most studied being
logics for knowledge, beliefs, desires, goals, and intentions.

These logics are seen as specifications of particular classes
of MAS systems. Their aim is to offer a description of the
macroscopic mental properties (such as knowledge, beliefs,
etc.) that a MAS should exhibit in a specific class of sce-
narios. Sometimes, interaction properties are studied. For
example, in an epistemic and doxastic model of agency it
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often makes sense to impose that knowledge is “true be-
lief”. This leads to a logic with two families of modali-
ties, {Ki}i∈A, {Bi}i∈A, where Bi is a KD45-modality, Ki

is an S5-modality, and the interaction axiom Kip → Bip
expresses the intended interplay between the two informa-
tional operators. A considerable number of these formal
studies are available in the literature and temporal exten-
sions of these (i.e., modal combinations of CTL [5] or LTL
[19] with the modalities for the mental attitudes) have ap-
peared recently. The typical technical contribution of this
line of work is to explore the metalogical properties of these
logics, e.g., completeness, decidability, and computational
complexity.

While these investigations are conceptually valuable, a
deep computational analysis of the system is often miss-
ing. Typically, the semantics given for these logics is a
plain Kripke models semantics which abstracts from how
the actual computation proceeds in the MAS. Attempts have
been made to solve this problem by giving a clear compu-
tational model on which to define informational modalities.
The framework of interpreted systems [7] is one of such for-
malisms. There, the notions of actions, protocols, and tran-
sitions are given a prominent role, and epistemic modalities
are defined, not on abstract possible worlds, but on the sets
of runs that actually encode all the possible computations
of the system. This has provided a formal basis for an in-
depth analysis of the epistemic properties that arise in a
MAS when the systems enjoys particular properties such
as synchronicity, asynchronicity, perfect recall, no learning,
broadcasting, etc [8, 9, 20, 16].

The advantage of having a computationally grounded se-
mantics such as the one of interpreted systems is that it
allows for the possibility of exploring the issue of verifying
MAS. In particular, interpreted systems are very promis-
ing because they are built upon standard CTL semantics,
allowing for possible integration with model checking tools
[4]. Indeed, some investigations along these lines have been
carried out already. In particular, [11, 12] analyse respec-
tively application of SPIN and MOCHA to model checking
of LTL and ATL extended by epistemic modalities, whereas
[21] studies the complexity of the model checking problem
for essentially infinite state systems of knowledge and time.

Model checking provides for a promising set of techniques
for hardware and software verification, but it suffers from
what is known as the state explosion problem. Essentially,
in this formalism checking that a property follows from a
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specification amounts to checking whether or not a modal
formula is valid on a model representing all possible compu-
tations of the system. Encoding such a model is not prob-
lematic for small tailored examples, but it quickly becomes
unfeasible as the number of states increases. Moreover, and
perhaps most importantly, a full generation of the model is
simply not possible if the specification actually generates an
infinite computational model. One of the most promising
solutions to these two problems is bounded model check-
ing (BMC) [1, 3]. In this line of work, a methodology is
developed to explore only a part of the model that is suf-
ficient to validate the particular formula that needs to be
checked. Then, the model checking problem over the part
of the model is translated into a test of propositional satis-
fiability, for which refined tools already exist [23].

The aim of this paper is to report on recent progress on
the application of bounded model checking to verifying not
just temporal, but also epistemic properties of a MAS. Our
approach is novel in the way it combines CTL with knowl-
edge modalities in a fully automatic fashion.

The rest of the paper is organised as follows. Section 2
introduces interpreted system semantics. The logic CTLK
is defined in Section 3, with its bounded semantics defined
in Section 4. Section 5 describes the BMC algorithm for
CTLK. In Section 6 we put these ideas to the test by eval-
uating its applicability on an example popular in the MAS
literature: the “attacking generals problem”. In the final
section we point to future and related work.

2. INTERPRETED SYSTEMS SEMANTICS
We assume familiarity with interpreted system semantics

[7]. This can be succinctly defined as follows. Assume a set
of agents A = {1, . . . , n}, a set of local states Li and possible
actions Acti for each agent i ∈ A, and a set Le and Acte of lo-
cal states and actions for the environment. The set of global
states for the system is defined as G ⊆ L1 × · · · × Ln × Le,
where each element (l1, . . . , ln, le) of G represents a compu-
tational state for the whole system. Further assume a set
of protocols Pi : Li → 2Acti , for i = 1, . . . , n, represent-
ing the functioning behaviour of every agent, and a function
Pe : Le → 2Acte for the environment. Note that this defines
a non-deterministic system. We can model the computation
taking place in the system by means of a transition function
t : G × Act → G, where Act ⊆ Act1 × · · · × Actn × ActE
is the set of joint actions. Intuitively, given an initial state
s0, the sets of protocols, and the transition function, we can
build a (possibly infinite) structure that represents all the
possible computations of the system. Many representations
can be given to this structure; since in this paper we are
only concerned with temporal epistemic properties, we shall
find the following to be a useful one.

Definition 1. Given a set of agents A = {1, . . . , n} a
temporal epistemic model (or simply a model) is a pair M =
(K,V) with K = (W,T,∼1, . . . ,∼n, ι), where

• W is a finite1 set of reachable global states for the sys-
tem (henceforth called simply “states”),

1For simplicity in this paper we use finite models but the
formalism presented here can be extended to infinite models
with no difficulty by considering different sets of languages
for the local states depending on the size of the bounded
model under consideration.

• T ⊆ W ×W is a total2 binary (successor) relation on
W ,

• ∼i ⊆ W × W (i ∈ A) is an epistemic accessibility
relation for each agent i ∈ A defined by w ∼i w

′ iff
li(w

′) = li(w), where the function li : W → Li re-
turns the local state of agent i from a global state w.
Obviously ∼i is an equivalence relation.

• ι ∈ W is the initial state,

• V : W −→ 2PVK is a valuation function for a set of
propositional variables PVK such that true ∈ V(s) for
all s ∈ W . V assigns to each state a set of propositional
variables that are assumed to be true at that state.

By |M| we denote the number of states of M, whereas
IN = {0, 1, 2, . . .} indicates the set of natural numbers, and
IN+ = {1, 2, . . .} the set of positive natural numbers.

Epistemic relations.. Let Γ ⊆ A. The union of Γ’s ac-
cessibility relations is defined as ∼E

Γ =
�

i∈Γ ∼i. By ∼C
Γ we

denote the transitive closure of ∼E
Γ , whereas ∼D

Γ =
�

i∈Γ ∼i.
The above relations are later used to give semantics to the
“common knowledge”, “everyone knows”, and “distributed
knowledge” modalities of the logic [7].

Computations paths.. A computation in M is a possibly in-
finite sequence of states π = (s0, s1, . . .) such that we have
(si, si+1) ∈ T for each i ∈ IN. Specifically, we assume that
(si, si+1) ∈ T iff si+1 = t(si, acti), i.e., si+1 is the result of
applying the transition function t to the global state si, and
a joint action acti. Each of the components of acti is pre-
scribed by the corresponding protocol Pj at lj(si), for j ∈ A.
In the following we abstract from the transition function, the
actions, and the protocols, and simply use the relation T ,
but it should be clear that this is uniquely determined by
the interpreted system under consideration. In interpreted
systems terminology a computation is a part of a run, some-
times referred to as finite trace. A k-computation is a com-
putation of length k. For a computation π = (s0, s1, . . .), let
π(k) = sk, and πk = (s0, . . . , sk), for each k ∈ IN. By Π(s)
we denote the set of all the infinite computations starting at
s in M, whereas by Πk(s) the set of all the k-computations
starting at s.

3. COMPUTATION TREE LOGIC OF
KNOWLEDGE (CTLK)

Interpreted systems are traditionally used to give a se-
mantics to an epistemic language enriched with temporal
connectives based on linear time [7]. Here we use CTL by
Emerson and Clarke [6] as our basic temporal language and
add an epistemic component to it. We call the resulting
logic Computation Tree Logic of Knowledge (CTLK).

Definition 2 (Syntax of CTLK). Let PVK be a set
of propositional variables containing the symbol true. The
set of CTLK formulas FORM is defined inductively as
follows:

• every member p of PVK is a formula,

2By “total” we mean that given any w there exists a w′ such
that wRw′ (this condition is also called “seriality” in other
areas of modal logic).
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• if α and β are formulas, then so are ¬α, α ∧ β and
α ∨ β,

• if α is formula, then so are EXα, EGα and E(αUβ),

• if α is formula, then so is Kiα, for i ∈ A,

• if α is formula, then so are DΓα, CΓα, and EΓα, for
Γ ⊆ A.

The basic modalities are defined by derivation as follows:

Fα
def
= trueUα, A(αRβ)

def
= ¬E(¬αU¬β), AXα

def
= ¬EX¬α,

AGα
def
= ¬EF¬α, DΓα

def
= ¬DΓ¬α, CΓα

def
= ¬CΓ¬α, EΓα

def
=

¬EΓ¬α. Moreover, α→ β
def
= ¬α∨β. We omit the subscribe

Γ of the epistemic modalities if Γ = A, i.e., Γ is the set of
all the agents.

The logic ECTLK is the restriction of CTLK such that
negation can be applied only to elements of PVK — the
definition of ECTLK is identical to Definition 2 except for
¬p replacing ¬α in the second itemised paragraph.

The logic ACTLK is the restriction of CTLK such that
its language is defined as {¬ϕ | ϕ ∈ ECTLK}. It is easy to
see that ACTLK formulas can be written as follows: AXα,
A(αRβ), AFα, Kiα, DΓα, CΓα, and EΓα.

Definition 3 (Satisfaction of CTLK). Let M be a
model, s be a state, π be a computation, and α, β formulas
of CTLK. M, s |= α denotes that α is true at the state s
in the model M. M is omitted, if it is implicitly understood.
The relation |= is defined inductively as follows:

s |= p iff p ∈ V(s),
s |= α ∨ β iff s |= α or s |= β,
s |= ¬α iff s �|= α,
s |= α ∧ β iff s |= α and s |= β,
s |= EXα iff ∃π ∈ Π(s) π(1) |= α,
s |= EGα iff ∃π ∈ Π(s) ∀m≥0 π(m) |= α,
s |= E(αUβ) iff ∃π ∈ Π(s) (∃m≥0 [π(m) |= β and

∀j<m π(j) |= α]),
s |= Kiα iff ∃s′ ∈W (s ∼i s′ and s′ |= α),
s |= Dα iff ∃s′ ∈W (s ∼D

Γ s′ and s′ |= α),
s |= EΓα iff ∃s′ ∈W (s ∼E

Γ s′ and s′ |= α),
s |= CΓα iff ∃s′ ∈W (s ∼C

Γ s′ and s′ |= α).

Definition 4 (Validity). A CTLK formula ϕ is
valid on M = (K,V) (denoted M |= ϕ) iff M, ι |= ϕ, i.e., ϕ
is true at the initial state of the model M.

4. BOUNDED SEMANTICS FOR CTLK
In this section we give a bounded semantics for CTLK

in order to define the bounded model checking problem for
ECTLK, and to translate it subsequently into a satisfia-
bility problem. This formalism is an extension of the one
presented in [25].

Definition 5 (k−model). Let M = (K,V) be a model
and k ∈ IN+. A k−model for M is a structure Mk =
((W,Pk,∼1, . . . ,∼n, ι),V), where Pk is the set of all the k-
computations of M, i.e., Pk =

�
s∈W Πk(s).

Satisfaction for the temporal operators in the bounded case
depends on whether or not the computation π defines a loop,
i.e., whether loop(π) �= ∅, where loop is defined below.

Definition 6. Let Mk = ((W,Pk,∼1, . . . ,∼n, ι),V) be a
k−model for a model M, and π ∈ Pk a k−computation. The
function loop : Pk → 2IN is defined as: loop(π) = {l | 0 ≤
l ≤ k and (π(k), π(l)) ∈ T}.

The main reason for reformulating the semantics of the
modalities in the following definition in terms of elements
of k-computations rather than elements of W or Π is to
restrict the semantics to a part of the model. Note that
the interpretation of the temporal modalities on bounded
semantics is different from the one of Definition 3.

Definition 7 (Bounded semantics). Let Mk be a
k−model and α, β be ECTLK formulas. Mk, s |= α denotes
that α is true at the state s of Mk. Mk is omitted if it is
clear from the context. The relation |= is defined inductively
as follows:

s |= p iff p ∈ V(s),
s |= α ∨ β iff s |= α or s |= β,
s |= ¬p iff p �∈ V(s),
s |= α ∧ β iff s |= α and s |= β,
s |= EXα iff ∃π ∈ Pk

�
π(0) = s and π(1) |= α

�
,

s |= EGα iff ∃π ∈ Pk

�
π(0) = s and ∀0≤j≤kπ(j) |= α

and loop(π) �= ∅�,
s |= E(αUβ) iff ∃π ∈ Pk

�
π(0) = s and ∃0≤j≤k

�
π(j) |= β

and ∀0≤i<jπ(i) |= α
��

,
s |= Kiα iff ∃π ∈ Pk

�
π(0) = ι and ∃0≤j≤k

�
π(j) |= α

and s ∼i π(j)
��

,

s |= DΓα iff ∃π ∈ Pk

�
π(0) = ι and ∃0≤j≤k

�
π(j) |= α

and s ∼D
Γ π(j)

��
,

s |= EΓα iff ∃π ∈ Pk

�
π(0) = ι and ∃0≤j≤k

�
π(j) |= α

and s ∼E
Γ π(j)

��
.

s |= CΓα iff s |= �
1≤i≤k(EΓ)iα.

The above extends to knowledge modalities the bounded se-
mantics of [25]. Note that given Definition 1, the epistemic
relations used above are constructed on the basis of the in-
ternal structure of the global states of the system (i.e., they
are defined on the basis of the local states of the agents),
and not by means of an ad-hoc construction by the mod-
eller. Note also that while the conditions for the temporal
components require the states to be reachable from the state
in consideration, this is not the case for the epistemic con-
ditions, where we consider whether or not there is a com-
putation from the initial state that results in a state that
is epistemically indistinguishable for agent i from the global
state under consideration. This guarantees reachability of
such a state and corresponds to the usual interpretation of
epistemic modalities according to which an agent considers
as epistemically possible global states of computation re-
sulting from different traces, as long as its local state is the
same.

Definition 8 (Validity for Bounded Semantics).

An ECTLK formula ϕ is valid on a k-model Mk (denoted
M |=k ϕ) iff Mk, ι |= ϕ.

Next, we describe how the model checking problem (M |=
ϕ) can be reduced to the bounded model checking problem
(M |=k ϕ).

Lemma 1. Let M be a model, s be a state of M, and ϕ
be an ECTLK formula. Then, the following two conditions
hold:
a) Mk, s |= ϕ implies Ml, s |= ϕ, for l ≥ k,
b) Mk, s |= ϕ implies M, s |= ϕ.
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Lemma 2. Let M be a model, ϕ be an ECTLK formula, s
be a state of M, and k = |M |. If M, s |= ϕ, then Mk, s |= ϕ.

In this setting we can prove that in some circumstances
satisfiability in the |M |-bounded semantics is equivalent to
the unbounded one.

Theorem 1. Let M = ((W,T,∼1, . . . ,∼n, ι),V) be a model,
ϕ be an ECTLK formula and k = |M |. Then, M |= ϕ iff
M |=k ϕ.

Proofs for all these results and the overall correctness of
the method can be found in [24]. Given that we reasoned
on a bounded model of size |M | there is nothing surprising
about the results above. The rationale behind the method
is that for particular examples checking satisfiability of a
formula can be done on a small fragment of the model.

5. THE BMC ALGORITHM FOR ECTLK
In this section we present a method of BMC for ECTLK.

This is an extension of the method appearing in [25].
The main idea is that we can check ϕ over Mk by check-

ing the satisfiability of a propositional formula [M,ϕ]k =
[Mϕ,ι]k ∧ [ϕ]Mk , where the first conjunct represents (part
of) the model under consideration and the second a num-
ber of constraints that must be satisfied on Mk for ϕ to be
satisfied. Once this translation is defined, checking satis-
fiability of an ECTLK formula can be done by means of
a SAT-checker. Although from a theoretical point of view
the complexity of this operation is no easier, in practice the
efficiency of modern SAT-checkers makes the process worth-
while in many instances. In this process, an important de-
cision to take is the size k of the truncation. We do not
discuss this issue in this paper, but we do point out the fact
that there are heuristics that can be developed for particular
classes of examples.

A trivial mechanism, for instance, would be to start with
k := 1, test SAT-satisfaction for the translation, and in-
crease k by one either until [Mϕ,ι]k ∧ [ϕ]Mk becomes satisfi-
able or k reaches |M |.

Definition 9. BMC algorithm for ECTLK:

• Let ϕ = ¬ψ (where ψ is an ACTLK formula).

• Iterate for k := 1 to |M |.

• Select the k−model Mk.

• Select the sub-models M ′
k of Mk with |P ′

k| ≤ fk(ϕ)3.

• Translate the transition relation of the k−computations
of all of the sub-models M ′

k into a propositional for-
mula [Mϕ,ι]k.

• Translate ϕ over all M ′
k into a propositional formula

[ϕ]Mk .

• Check the satisfiability of [M,ϕ]k := [Mϕ,ι]k ∧ [ϕ]Mk .

3The definition of fk(ϕ) can be found in [24, 25]. Essen-
tially fk(ϕ) returns the number of paths that is sufficient to
consider to validate ϕ in the k−model.

We now give details of this translation. We begin with the
encoding of the transitions in the interpreted system under
consideration. Recall that the set of possible global states
G = ×n

i=1Li is the Cartesian product of the set of local
states. We assume Li ⊆ {0, 1}ni , where ni = �log2(|Li|)�,
and let n1 + . . .+ nn = m for some m. Moreover, let Ii be
a set of the indexes of the bits of the local states of each
agent i in the global states, i.e., I1 = {1, . . . , n1}, . . . , In =
{m−nn+1, . . . ,m}. So, each global state4 s = (l1, . . . , ln) =
(s[1], . . . , s[m]) can be represented by w = (w[1], . . . , w[m])
(which we shall call a global state variable), where each
w[i] for i = 1, . . . ,m is a propositional variable. (Notice
that we distinguish between global states being sequences
of binary digits and their representations in terms of propo-
sitional variables w[i]). A finite sequence (w0, . . . , wk) of
global state variables is called a symbolic k−path. In gen-
eral we shall need to consider not just one but a number
of symbolic k−paths. This number depends on the formula
ϕ under investigation, and it is returned as the value fk(ϕ)
of the function fk. We refer to [25] for more details. To
construct [M,ϕ]k, we first define a propositional formula
[Mϕ,ι]k that constrains the fk(ϕ) symbolic k-paths to be
valid k-computations of Mk. For 1 ≤ j ≤ fk(ϕ), the j-th
symbolic k−computation is denoted as w0,j , . . . , wk,j , where
wi,j for i ∈ {0, . . . , k} are global state variables.

Let PV be a set of propositional variables, FORM be a
set of propositional formulas over PV, and let lit : {0, 1} ×
PV → FORM be a function defined as follows: lit(0, p) =
¬p and lit(1, p) = p. Furthermore, let w, v be global state
variables. We define the following propositional formulas:

• Is(w) :=
�m

i=1 lit(s[i], w[i]).

This formula encodes the state s of the model, i.e.,
s[i] = 1 is encoded by w[i], and s[i] = 0 is encoded by
¬w[i].

• p(w) is a formula over w[1], . . . , w[m], which is true for
a valuation (s1, . . . , sm) ∈ {0, 1}m of (w[1], . . . , w[m])
iff p ∈ V((s1, . . . , sm))), where p ∈ PVK . This formula
encodes a proposition p of ECTLK.

• H(w, v) :=
�m

i=1 w[i] ⇔ v[i].

This formula represents logical equivalence between
global state encodings, representing the fact that they
represent the same state.

• Hl(w, v) :=
�

i∈Il
w[i] ⇔ v[i].

This formula represents logical equivalence between l-
local state encodings, representing the fact that they
represent the same local state, i.e., the local state in
the two states is the same.

• T (w, v) is a formula over the propositions w[1], . . . , w[m],
v[1], . . . , v[m], which is true for a valuation (s1, . . . , sm)
of (w[1], . . . , w[m]) and a valuation (s′1, . . . , s

′
m) of

(v[1], . . . , v[m]) iff ((s1, . . . , sm), (s′1, . . . , s
′
m)) ∈ T . This

formula encodes the transition relation.

4For ease of exposition in the following we do not differ-
entiate between agents and environment, and assume that
the environment is simply an agent whose knowledge we do
not reason about. A global state is then just a tuple of n
local states (as opposed to n + 1 components as we had in
Section 2).

212



• Lk,j(l) := T (wk,j , wl,j),

This formula encodes a backward loop from the k-th
state to the l-th state in the symbolic k−computation
j, for 0 ≤ l ≤ k.

The propositional formula [Mϕ,ι]k, representing the transi-
tions in the k-model, is given by the following definition.

Definition 10 (Unfolding of Transition Relation).

Let Mk = ((W,Pk,∼1, . . . ,∼n, ι),V) be the k−model of M,
ι ∈ W , and ϕ be an ECTL formula. The propositional for-
mula [Mϕ,ι]k is defined as follows:

[Mϕ,ι]k := Iι(w0,0) ∧
�

1≤j≤fk(ϕ)

k−1�
i=0

T (wi,j , wi+1,j)

where w0,0, and wi,j for 0 ≤ i ≤ k and 1 ≤ j ≤ fk(ϕ) are
global state variables. [Mϕ,ι]k encodes ι as w0,0 and con-
strains the fk(ϕ) symbolic k-paths to be valid k-computations
in Mk.

The next step of the algorithm consists in translating an
ECTLK formula ϕ into a propositional formula. We as-

sume that ι is the initial state of the model and use [ϕ]
[m,n]
k

to denote the translation of an ECTLK formula ϕ at wm,n

into a propositional formula.

[p]
[m,n]
k := p(wm,n),

[¬p]
[m,n]
k := ¬p(wm,n),

[α ∧ β]
[m,n]
k := [α]

[m,n]
k ∧ [β]

[m,n]
k ,

[α ∨ β]
[m,n]
k := [α]

[m,n]
k ∨ [β]

[m,n]
k ,

[EXα]
[m,n]
k :=

�
1≤i≤fk(ϕ)

�
H(wm,n, w0,i) ∧ [α]

[1,i]
k

�
,

[EGα]
[m,n]
k :=

�
1≤i≤fk(ϕ)

�
H(wm,n, w0,i) ∧

�k
l=0 Lk,i(l) ∧ �k

j=0[α]
[j,i]
k

�
,

[E(αUβ)]
[m,n]
k :=

�
1≤i≤fk(ϕ)

�
H(wm,n, w0,i) ∧

�k
j=0

�
[β]

[j,i]
k ∧ �j−1

t=0 [α]
[t,i]
k

��
,

[Klα]
[m,n]
k :=

�
1≤i≤fk(ϕ)

�
Iι(w0,i) ∧

�k
j=0

�
[α]

[j,i]
k ∧ Hl(wm.n, wj,i)

��
,

[DΓα]
[m,n]
k :=

�
1≤i≤fk(ϕ)

�
Iι(w0,i) ∧�k

j=0

�
[α]

[j,i]
k ∧ �

l∈Γ Hl(wm.n, wj,i)
��

,

[EΓα]
[m,n]
k :=

�
1≤i≤fk(ϕ)

�
Iι(w0,i) ∧�k

j=0

�
[α]

[j,i]
k ∧ �

l∈Γ Hl(wm.n, wj,i)
��

,

[CΓα]
[m,n]
k := [

�
1≤i≤k(EΓ)iα]

[m,n]
k .

The meaning of the translations above can be intuitively
reconstructed from the definition of propositional formulas

presented earlier. For example, the formula [EXα]
[m,n]
k ex-

presses the condition that there exists a sub-path starting
from wm,n in which the first point w0,i in this computation

satisfies α. For [Klα]
[m,n]

k we insist on the existence of a
point wj,i, which encodes the same local state for agent l as
wm,n, and that it is accessible from the initial state by some
computation. The other cases are variations of these.

Given the translations above, we can now check ϕ over
Mk by checking the satisfiability of the propositional for-

mula [Mϕ,ι]k ∧ [ϕ]Mk , where [ϕ]Mk = [ϕ]
[0,0]
k . Due to lack

of space, we do not present here the proofs of correctness
and completeness of the algorithm above. We refer the in-
terested reader to [24, 25]. Instead, in the next section, we
give an example showing how it can be applied.

6. MAS COORDINATION AND ATTACK-
ING GENERALS

The framework described in the previous sections allows
us to verify the temporal epistemic properties of MAS. In
principle, by means of BMC on CTLK we can check for-
mulas representing:

• Private and group knowledge of a MAS about a chang-
ing world,

• Temporal evolution of knowledge in a MAS,

• Any combination of the above.

In practice the technique above is most useful when the
following prerequisites are observed. First we should be able
to specify fully the system under consideration. This can be
done for instance by giving a complete description of it in
terms of interpreted systems, i.e., by spelling out the sets
of local states, actions, protocols, and transition function.
In this way we can build the model in an automatic way
(details of how this can be done are not presented in this
paper). Second, the benefits of the BMC machinery are
more evident when the task is to check:

1. that an ACTLK formula is false (on an interpreted
system).

2. that an ECTLK formula is true (on an interpreted
system).

We perform 1) when we would like to check the model for
faults, i.e., we would check whether some particular formula
is actually false in the model. For instance we may want
to check whether a particular interpreted system does not
guarantee that common knowledge of a particular fact is
always maintained in the future. This would amount to
checking whether the interpreted system is a counter model
for a formula of type AGCϕ.

We perform 2) when we would like to check whether the
model provides for a realisation of a formula. For example
we might want to check whether there is a trace in the tem-
poral evolution of the system where common knowledge is
not obtained. That would amount to checking whether the
formula EG¬Cϕ holds.

In MAS literature examples of the type above appear in
a variety of scenarios. Rather than producing yet another
ad-hoc example, in order to demonstrate the technique, we
revisit a widely discussed scenario: the coordinated attack
problem. This is an example discussed in MAS, in dis-
tributed computing, as well as in epistemic logic. It con-
cerns coordination of agents in the presence of unreliable
communication.

Two divisions of an army, each commanded by a
general, are camped on the hilltops overlooking a
valley. In the valley awaits the enemy. It is clear
that if both divisions attack the enemy simulta-
neously, they will win the battle. While if one
division attacks, it will be defeated. As a result
neither general will attack unless he is absolutely
sure the other will attack with him. In particu-
lar, one general will not attack if he receives no
messages. The commander of the first division
wishes to coordinate a simultaneous attack (at
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some point the next day). The generals can only
communicate by means of messengers. Normally
it takes a messenger one hour to get from one en-
campment to the other. However, it is possible
that he will get lost in the dark or, worse yet,
be captured by the enemy. Fortunately, on this
particular night, everything goes smoothly. How
long will it take them to coordinate an attack?
([7] page 176).

This example is appealing for at least two reasons. First,
it is an instance of a recurring problem in coordination for
action in MAS. Second, it can be formally analysed by means
of interpreted systems and temporal epistemic logic. Cru-
cially two key properties can be proven about the scenario
above.

• No general will attack before it is common knowledge
that they will both attack.

• No joint protocol can establish common knowledge,
unless the delay with which the messages may be de-
livered is bounded.

From this one can infer that the generals will not attack
on the night, even though the messengers do deliver the
messages in exactly one hour. We refer to the literature [10]
for a comprehensive analysis of the example, which turns
out to be more subtle than it may appear at first. What we
point out here is that the problem resides with the agents
being forced to contemplate the possibility of the messenger
getting lost at each round. This makes it impossible for
common knowledge to be obtained in this circumstance5.

Obviously it is problematic to perform model checking on
the scenario as described above. The reason is that it is in
fact a description for a family of joint protocols for the gen-
erals (the question of how long it will take to coordinate is
more technically posed as “what joint protocol should the
generals be running”). Indeed it looks difficult to prove in
any way other than analytically as in the literature impos-
sibility results of the kind mentioned above.

For the purpose of this paper, we choose a particular joint
protocol for the scenario above and verify the truth and fal-
sity of particular formulas that capture the key characteris-
tics of the scenario.

The variant we analyse is the following:

After having studied the opportunity of doing so,
general A may issue a request-to-attack order to
General B. If so, A will then wait to receive an ac-
knowledgement from B, and will attack immedi-
ately after having received it. General B will not
issue request-to-attack orders himself, but if his
assistance is requested, he will acknowledge the
request, and will attack after a suitable time for
his messenger to reach A (assuming no delays)
has elapsed. A joint attack guarantees success,
and any non-coordinated attack causes defeat for
the army involved.

We can model the example above with an interpreted sys-
tem as follows. The local states for the agents are:
5One should not infer from this, as it is sometimes mistak-
enly done, that common knowledge can never been achieved
by message passing. The key element here is that messages
may be delayed without a bound.

• LA = {plan,wait, go,win, defeat},

• LB = {wait, attacking, go,win, defeat},

• LE = {ε, deliverB, deliverA}.

The sets of actions available to the agents are as follows:
ActA = ActB = {λ, attack, fight}, ActE = {transmit, delay}.
The protocols the agents are running are as follows:

• PA(plan) = {λ, attack}, PA(wait) = {λ},
PA(go) = {attack}, PA(win) = PA(defeat) = {λ},

• PB(win) = PB(defeat) = {λ},
PB(attacking) = {attack}, PB(wait) = {λ},
PB(go) = {fight},

• PE(ε) = PE(deliverB) = PE(deliverA) = {delay,
transmit}.

It should be straightforward to infer the transition system
that is induced by the informal description of the scenario
we considered above together with the local states and pro-
tocols defined above. For example the following is a trace
of the system. Other traces ending in states of failure are
immediate to derive, and involve settings in which the ac-
knowledgement from B is delayed by the environment.

(plan,wait, ε)
λ,λ,transmit−→ (plan,wait, ε)

attack,λ,delay−→
(wait, wait, deliverb)

λ,λ,delay−→ (wait, wait, deliverb)
λ,λ,transmit−→ (wait, attacking, ε)

λ,attack,transmit−→ (go, go, ε)
fight,fight,transmit−→ (win,win, ε)

We now encode the local states in binary form in order
to use them in the model checking technique. Given that
A can be in 5 different local states we shall need 3 bits
to encode its state; we take: (0, 0, 0) = plan, (0, 0, 1) =
wait, (0, 1, 0) = go, (0, 1, 1) = win, (1, 0, 0) = defeat. Simi-
larly for B: (0, 0, 0) = wait, (0, 0, 1) = attacking, (0, 1, 0) =
go, (0, 1, 1) = win, (1, 0, 0) = defeat. The modelling of the
environment E requires only two bits: (0, 0) = ε, (0, 1) =
deliverB, (1, 0) = deliverA.

In view of this a global state is modelled by a byte: g =
(s[1], s[2], s[3], s[4], s[5], s[6], s[7], s[8]). For instance the ini-
tial state ι = (plan,wait, ε) is represented as a tuple of eight
0’s. If we are to represent it in terms of propositional atoms,
we shall have to insist on the atoms coding the state to be
in the state of false. In other words, we would encode the
initial state as follows: Iι(w0,0) =

�8
i=1 ¬w0,0[i].

Some properties we may be interested in checking for the
example above are the following:

1. M |= AG(attack−order → KBattack−order)

2. M |= AG(attack−ack → KAKBattack−order)

3. M |= EFfail ∧ EFsuccess

4. M |= EGC¬(attack−ack)

where the proposition attack−order is true on all the states
of the model M (for the interpreted system) with the excep-
tion of (plan,wait, ε) and (wait, wait, deliverb). attack−ack
is true on all states in which A is either in go state or any-
thing that follows it in the run, that is (go, ∗, ∗), (win, ∗, ∗),
(defeat, ∗, ∗). The propositions fail and success are true
at the global states (defeat, defeat, ∗) and (win, win, ∗), re-
spectively, where ∗ denotes an arbitrary local state.
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Property 1) states that whenever the order has been re-
ceived, agent B knows about it. Property 2) says that when
the order has been acknowledged agent A knows that agent
B knows of the order. Property 3) states that there exist
(separate) evolutions leading to success and failure. Prop-
erty 4) states that there exists a computation path in which
common knowledge of the attack-order having been sent is
never achieved.

Formulas 1-4 are true on the interpreted system in consid-
eration. Formulas 1, and 2, are ACTLK formulas, so in or-
der to check them we shall have to encode the whole model.
We can do this in the BMC technique reported above, but as
mentioned already the benefits of BMC are most apparent
when only a fraction of the model is generated. For example
this happens in formulas 3, 4, where we need to check valid-
ity of an ECTLK formula in the model. For the purposes
of this paper we check validity of formula 4, by means of the
technique presented here.

ϕ := EGC¬(attack−ack).

The other translations are similar.
The translation of the proposition used in ϕ is as follows:

attack−ack(w) := (¬w[1]∧w[2])∨(w[1]∧¬w[2]∧¬w[3]),
which means that attack−ack holds at all the global states
with the first local state equal to (0, 1, 0), (0, 1, 1) or (1, 1, 0).

The translation of the equality of the i-local states, for i =
1, 2, 3, is as follows (here 1 stands for A, 2 for B, and 3 for E):
H1(w, v) =

�3
i=1 w[i] ⇔ v[i], H2(w, v) =

�6
i=4 w[i] ⇔ v[i],

and H3(w, v) =
�8

i=7 w[i] ⇔ v[i].
We know that f1(ϕ) = 3, so we need to exploit three

symbolic paths for the translation with k = 1. To proceed
with the translation, the first thing we need to translate is
the initial state ι = (plan,wait, ε), where ι is binary rep-
resented by (0, . . . , 0). With the representation above this
will be encoded by the propositional formula Iι(w0,j) :=�8

i=1 ¬w0,j [i], for 1 ≤ j ≤ 2.
The next step is to translate the transitions T (wi,j , wi+1,j);

for simplicity we report only on one transition for the case
k = 1, and in particular only the formula T (w0,1, w1,1) rep-
resenting the first transition of the first path. The remaining
formula T (w0,2, w1,2)

Consider then the joint actions (λ, λ, λ), (attack, λ, delay),
(attack, λ, transmit). They generate three possible succes-
sors of the initial state:
(plan,wait, ε), (wait, wait, deliverB), (wait, attacking, ε), re-
spectively.

The corresponding formula is T (w0,1, w1,1) :=�8
i=1 ¬w0,1[i] ∧ ((

�8
i=1 ¬w1,1[i]) ∨ (

�
i=1,2,4,5,6,7 ¬w1,1[i] ∧�

i=3,8 w1,1[i]) ∨ (
�

i=1,2,4,5,7,8 ¬w1,1[i] ∧�i=3,6 w1,1[i])).
To encode the whole example we should model all the

transitions for all the k’s starting from k := 1. We do not
do it here.

Let us now encode the formula ϕ we would like to check.

[ϕ][0,0]
1 :=

�
1≤i≤3

� 8�
l=1

(w0,0[l] ⇔ w0,i[l]) ∧
1�

l=0

T (w1,i, wl,i) ∧

1�
j=0

[C¬(attack−ack)]
[j,i]
1

�
.

Next:

[C¬(attack−ack)]
[j,i]
1 := [E¬(attack−ack)]

[j,i]
1 :=

�
1≤n≤3

�
Iι(w0,n) ∧ �1

m=0

�¬[attack−ack]
[m,n]
1 ∧

�
1≤l≤3Hl(wj,i, wm,n)

	�
,

where [attack−ack]
[m,n]
1 = attack−ack(wm,n) (as defined

above).
Checking that the coordinated attack protocol satisfies

the temporal epistemic formula above can now be done by
feeding a SAT solver with the propositional formula gener-
ated in this method. This would produce a solution, thereby
proving that the propositional formula is satisfiable.

7. CONCLUSIONS
The field of MAS theories has traditionally been con-

cerned with the specification of MAS. In this line of work,
the theorems of particular modal logics are seen as specifying
macroscopic properties of agents such as their knowledge,
belief, intention, and the temporal evolution of these.

More recently, the importance of MAS verification has
been highlighted by a number of papers in the area [11, 12].
One of the problems of verifying MAS is that a plain tem-
poral logic like CTL is not sufficient to represent the mental
states of the agents in a MAS. Enriching CTL with modali-
ties for knowledge, belief, and intentions raises the question
of what semantics to use to interpret these modalities. It
has long been argued [28] that plain Kripke semantics is not
adequate to perform this task. If we aim to verify MAS,
we need to find an intuitive computational correspondence
for these notions. In this paper we have used the seman-
tic model of interpreted systems, and integrated it with the
verification technique of bounded model checking, one of
the currently most prominent techniques from verification
of distributed systems.

In this line of work, we have recently integrated the the-
ory presented here into a fully-automated model checker,
so that experimental results can be produced. Preliminary
results appear encouraging and are reported in [15]. The
system allows the user will to give a full characterisation of
the system in terms of a variant of Estelle [13]. We realise
this can be a rather lengthy and error-prone process, so, at
the same time, we are working on a translator from a speci-
fication given in interpreted systems to an Estelle program.
Ultimately it is hoped that it will be possible to verify prop-
erties expressible in CTLK on a specification given directly
in terms of interpreted systems.

Finally we should like to to stress that this paper belongs
to a line of research on model checking time and knowledge
encompassing theoretical investigations [21, 11, 12], as well
as experimental work [17, 27]. A comparison of the practical
results achievable with the various techniques seems to be a
fruitful avenue for further work.

Ultimately, verification the multi-agent system will have
to involve checking not only informational properties as the
ones treated here but also motivational such as desires and
intentions [2, 26, 14], and normative [22]. This task is made
particularly complex by the fact that these modalities are
typically not given an interpretation in terms of local states
as it is the case for knowledge as discussed here. For the
case of correct functioning behaviour we see potential in
applying the technique presented here to the case of deontic
interpreted systems [18]. We leave this for further work.
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