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	WLAN Controller should have minimum 2 nos. of

10/100/1000 Ethernet Ports and one Console port. It should be 1/2U Rack Mountable.
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	Proposed Controller should be ready for supporting
300 AP’s from day one with scalability for 500 AP support in future without adding any new hardware. Each controller (primary and Redundant) should be able to support minimum 6000 devices and 500 campus connected AP’s or more with support of seamless roaming access over L2/L3 network.
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	Redundancy Features: Controller Must provide Active:Active/Active: Standby with 1+1 and N+1 redundancy. The controllers will be implemented in HA mode so When the primary controller fails secondary controller comes up immediately. There should be 100% redundancy for Primary controller i.e N: N including Hardware and desired licenses to support AP’s
	 N:N redundancy is
	N:N is redundancy is required  in telecom related infrastructure
	
	
	
	Redundancy is required in case of failure of 1 controller
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	Controller should support minimum 256 WLAN’s
	
	256 ssid’s are not required, reduce performance.
Change to 32 WLAN’s
	
	Controller should support minimum 1000 WLAN’s
	Controller should support minimum 1000 WLAN’s
	256 is minimum requirement. Generally controllers comes with this or higher

	 
	General Feature
	
	
	
	
	
	

	5
	Controller should provide air-time fairness between these different speed clients – slower clients should not be starved by the faster clients and faster clients should not adversely affected by slower clients.
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	Controller should support Spectrum Analysis feature to detect interference from different sources. System Should provide real-time charts showing interference for access point, on a per-radio, per-channel basis.
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	Ability to map SSID to VLAN and dynamic VLAN

support for same SSID.
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	Controller must support 802.11k and 802.11r.
	
	Both depends upon end devices, not adopted in windows or mobiles
	Must support 802.11k
Delete 802.11r
	
	
	Seamless roaming is required. Needs discussion (on radio resource management)
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	Access points can discover controllers across Layer-3 network through DHCP or DNS option
	
	
	
	
	
	

	 
	Security & monitoring
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	Controller should support following for security &

Authentication:
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	WIRELESS SECURITY: WEP, WPA-TKIP, WPA2- AES, 802.11i
AUTHENTICATION : 802.1X, local database

External AAA servers : Active Directory, RADIUS, LDAP
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	System should provide DOS attacks and Intrusion Detection & Prevention and Control for any Rough

Access Points.
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	The AP should be able to scan for rogue access points and the controller should be able to locate them on a floor map. The controller/System should be able to send a notification to the administrator when a rogue AP has been detected.
	
	
	The AP should be able to scan for rogue access points and the controller/system should be able to locate them on a floor map. The controller/System should be able to send a notification to the administrator when a rogue AP has been detected.
	
	
	Very much required in our scenario.
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	System must be able to provide L2/L3/L4 Access

Control.
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	Controller Should support L2 Client Isolation so User cannot access each other’s devices. Isolation should have option to apply on AP or SSID's.
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	Controller should be able to create local database of up to 5000 users.
	Database shall be kept out of wireless controller
	Database shall be kept out of wireless controller
	Controller should be able to create local database of up to 1000 users.
	Conflict with point no. 2 on number of users
	Conflict with point no. 2 on number of users
	Conflict is typing mistake . GNDEC will Rectify. But database needs to be kept in controller.

	18
	IPv4 & IPv6 support from Day 1
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	Controller should support integrated or External AAA

server including Microsoft AD and Linux based open source AAA servers.
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	The proposed architecture should be based on

controller based Architecture with thick AP deployment. While Encryption / decryption of 802.11 packets should be able to perform at the AP.
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	The Controller should support OS/Device identification and device type based policies i.e allow or deny, Bandwidth rate limit, VLAN mapping.
	
	
	The Controller should INTEGRATE OS/Device identification and device type based policies i.e allow or deny, Bandwidth rate limit, VLAN mapping.
Controller should integrate for OS/Device identification and device type based policies i.e allow or deny, Bandwidth rate limit, VLAN mapping.
	
	
	Needs  more clarification
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	When Mesh is enabled the controller should be able to show the mesh topology on floor plans.
	As per scope of work there is mesh implementation
	As per scope of work there is mesh implementation
	When Mesh is enabled the controller / system should be able to show the mesh topology on floor plans.
	Only limited OEM’s does it through controller. Please allow us to use NMS to achieve this
	
	GNDEC will write Controller / system
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	The controller/System should be able to raise critical alarms by sending an email. The email client on the controller should support SMTP outbound authentication and TLS encryption.
	This is proprietary solution
	
	Controller should integrate with e-mail notification software for critical alarms
	
	
	Not a proprietary. Can always achieved using third party and we need it
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	The vendor should specify if all features are available

with the basic access controller pricing or if the support of some features require the acquisition of some licenses. The vendor should specify which feature requires which type of licensing including its cost.
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	Controller should have BYOD features and Guest Access management procedure where user may use internet without entering to Enterprise SSID and should be time restricted.
	
	
	Controller / System should have BYOD features and Guest Access management procedure where user may use internet without entering to Enterprise SSID and should be time restricted.
Controller should integrate with BYOD Software for complete BYOD functionality
	
	
	BYOD - Bring your own device is a basic feature

	 
	QoS features
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	per SSID or dynamic Per user bandwidth Rate Limiting
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	Support advanced multicast features and WMM

support to provide best performance on Video applications.
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	Should have Voice Call Admission control
	
	
	
	
	
	

	 
	 
	
	
	
	
	
	

	 
	 
	
	
	
	
	
	

	 
	Client Management
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	The controller should provide a Guest Login portal in order to authenticate users that are not part of the organization.
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	The Controller should be able to provide a web-based application that allows non-technical staff to create Guest accounts with validity for fixed duration like hours or days.
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	System should be able to send password direct through Email and SMS to the user.
	
	
	Delete this clause 
Controller should integrate with third party email and SMS based software for Authentication
	Please change it to Email or SMS
	
	Can be achieved using third party as well
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	System should be able to generate one click password for single user, multiple users or single user multiple devices.
	
	
	Delete this clause
	
	
	Need not to be deleted
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	System should support user management features like

Rate limiting based on time based WLAN Access & User profile per WLAN etc.
	
	
	Controller should integrate for
Ext. software for rate limit for users
	
	
	GNDEC will write Controller /System

	 
	Regulatory
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	Wi-Fi Alliance certified
	
	
	
	
	
	


