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Banking and Financial Services Sectional Committee, MSD 7

NATIONAL FOREWORD

This Indian Standard (Part 4) which is identical with ISO 11568-4:1998 ‘Banking — Key management
(retail) – Part 4 : Key management techniques using public key cryptography’ issued by the
International Organization for Standardization (ISO) was adopted by the Bureau of Indian Standards
on the recommendation of the Banking and Financial Services Sectional Committee (MSD 7) and
approval of the Management and Systems Division Council.

The text of the International Standard has been approved as suitable for publication as an Indian
Standard without deviations. Certain conventions are, however, not identical to those used in Indian
Standards. Attention is particularly drawn to the following:

Wherever the words ‘International Standard’ appear referring to this standard, they should be read
as ‘Indian Standard’.

In this adopted standard, normative references appear to the following International Standards for
which Indian Standards do not exist:

lSO/lEC 8824:1990

lSO/lEC 8825:1990

ISO 8908:1993

lSO/lEC 9594-8:1990

lSO/lEC 9796:1991

ISO 9807:1991

lSO/lEC 10116:1997

lSO/lEC 10118 (all parts)

ISO 11166 (all parts)

lSO/lEC 11770-3:1999

ISO 13491-1:1998

ANSI X9.30 .I-1995

ANSI X9.30.2-1993

AS 2805.5.3: 1992

Information technology — Open systems interconnection — Specification
of abstract syntax notation one (ASN.1 )

Information technology — Open systems interconnection — Specification
of basic encoding rules for abstract syntax notation one (ASN. 1)

Banking and related financial services — Vocabulary and data elements

Information technology — Open systems interconnection — The directory
— Part 8: Authentication framework

Information technology — Security techniques — Digital signature scheme
giving message’ recovery

Banking and related financial services — Requirements for message
authentication (retail)

Information technology — Security techniques — Modes of operation for
an n-bit block cipher algorithm

Information technology — Security techniques — Hash functions

Banking — Key management by means of asymmetric algorithms

Information technology — Security techniques — Key management —
Part 3: Mechanisms using asymmetric techniques

Banking — Secure cryptographic devices (retail) — Part 1 : Concepts,
requirements and evaluation methods

Public key cryptography using irreversible algorithms for the financial
services industry — Part 1 : The digital signature algorithms (DSA)

Public key cryptography — Part 2

Electronic data transfer — Requirements for interfaces — Part 5.3: Data
encipherment algorithm 2 (DEA 2)

(Continued on third cover)
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Introduction

ISO 11568 describes procedures for the secure management of the cryptographic keys used to protect messages in a
retail banking environment, for instance, messages between an acquirer and a card acceptor, or an acquirer and a
card issuer. Management of keys used in an Integrated Circuit Card (ICC) environmen~is not covered by ISO 11568.

Whereas key management in a wholesale banking environment is characterized by the exchange of keys in a relatively
high-security environment, this standard addresses the key management requirements that are applicable in the
accessible domain of retail banking services. Typical of Such services are point-of-sale/point-of-service (POS) debit
and credit authorizations and automated teller machine (ATM) transactions.

ISO 11568 is a multi-part standard.

This part of ISO 11568 describes key management techniques which are appropriate for use with public key
cryptosystems, and which, when used in combination, provide the key management services identified in ISO 11568-1.
These services are:

— key separation

— key substitution prevention

— key identification

— key synchronisation

— key integrity

— key confidentiality

— key compromise detection
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hdian Standard

BANKING — KEY MANAGEMENT (RETAlL)
PART 4 KEY MANAGEMENT TECHNIQUES USING

PUBLIC KEY CRYPTOGRAPHY

1 Scope

This part of ISO 11568 specifies techniques for the use and protection of the cryptographic keys of public key
cryptosystems, when used in a retail banking environment.

It is applicable to any organization which is responsible for implementing procedures for the protection of keys during
the life cycle. .The techniques described in this part of ISO 11568 enable compliance with the principles described in
ISO 11568-1.

NOTE Details of the protection required during each step in the key life cycle for public key cryptosystems are specified in
ISO 11568-5.

Public key cryptosystems embrace asymmetric ciphers, digital signature systems and public key distribution systems.
Although this part of ISO 11568 describes techniques using these systems when specifically applied to key
management, some of the techniques have equal applicability for the secure management of data.

The techniques are described for generic public key cryptosystems. Any required details which are specific to a
particular system are described in an annex.

Algorithms approved for use with the techniques described in this parl of ISO 11568 and the procedures for their
approval are given in annex A.

Annex B provides a normative overview of public key certificate management.

Annex C provides a description of attribute certificates, a technique that enhances the functionality of public key
certificates.

Annex D provides an introduction to the three types of public key cryptosystems indicated above.

2 Normative references

The following standards contain provisions which, through reference in this text, constitute provisions of this part of
ISO 11568. At the time of publication, the editions indicated were valid. All standards are subject to revision, and
parties to agreements based on this part of ISO 11568 are encouraged to investigate the possibility of applying the
most recent editions of the standards indicated below. hembers of IEC and ISO maintain registers of currently valid
International Standards.

lSO/lEC 8824:1990, Information technology — Open Systems Interconnection — Specification of Abstract Syntax

Notation One (ASN. 1).

lSO/lEC 8825:1990, Information technology — Open Systems Interconnection — Specification of Basic Encoding

Rules for Abstract Syntax Notation One (ASN. 1).

ISO 8908:1993, Banking and related services — Vocabulary and data elements
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ISOIIEC 9594-8:1 ggO, Information tecfmo)ogy — Open Systems Interconnection — The Directory— ‘Part 8:
Authentication framework.

1S0/1 EC 9796:1 WI, Information technology — Security techniques — Digital signature scheme giving message
recovety.

ISO 9807:1991, Banking and related financial services — Requirements for message authentication (retail).

lSO/lEC 10116: 19g7, /nformafion technology — Security techniques — Modes of operation for an n-bit block cipher

algorithm.

lSO/lEC 10118 (all parts), /formation technology — Security techniques — Hash functions.

ISO 11166 (all parts), Banking — Key management by means of asymmetric algorithms.

1S0/1 EC 11 770-3:—1 ), Information technology — Security techniques — Key management — Part 3: Mechanisms
using asymmetric techniques.

ISO 13491-1 :—1), Banking — Secure cryptographic devices (retail) — Part 1: Concepts, requirements and
evacuation methods.

ANSI X9.30. 1-1995, Public Key Cryptography Using Irreversible Algorithms for the Financial Services Industry —
Part 1: The Digital Signature Algorithms (DSA).

ANSI X9.30.2-I 993, Pub/it Key Cryptography — Part 2.

AS2805-5.3 Ciphers — DEA 2.

3 Definitions

For the purposes of this part of ISO 11568, the definitions given in ISO 8908 and the following definitions apply.

3.1
asymmetric cipher
a cipher in which the encipherment key and the decipherment key are different, and it is computationally infeasible

to deduce the decipherment key from the encipherment key

3.2
asymmetric key pair
a public key and related private key created by, and used with, a public key cryptosystem

3.3
certificate
the credentials of an entity, signed using the private key of the certification authority which issued it, and thereby

rendered unforgeable

3.4
certification authority (CA)
a centre trusted to create and assign certificates

NOTE Optionally, the certification authority may create and assign keys to the entities.

1) To be published.
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3.5
computationally infeasible
the property that a computation is theoretically achievable but is not feasible in terms of the time or resources

required to perform it with the current or predicted power of computers

3.6
credentials
key identification data’for an entity, incorporating at a minimum the entity’s distinguished name and public key

NOTE Additional data may be included.

3.7
digital signature
a cryptographic transformation of a data unit that allows a recipient of the data unit to prove”the origin and integrity

of the data unit and protects the sender against forgery by third parties or the recipient

3.8
digital signature system
a public key cryptosystem which provides for the creation and subsequent verification of digital signatures

3.9
hash function”
a one-way function which maps a set of arbitrary strings onto a set of fixed-length strings of bits

NOTE A collision-resistant hash function is one with the property that it is computationally infeasible to construct distinct
inputs which map to the same output.

3.10
key agreement
the establishment of a common secret key without reference to another common secret key

3.11
key pair owner
the party to which the key pair belongs

3.12
non-repudiation of origin
the property that the originator of a message and associated cryptographic check value (digital signature) is not

able to subsequently deny, with an accepted level of credibility, having originated the message

3.13
public key cryptosystem
a cryptosystem consisting of-two complementary “operations each utilizing one of two distinct but related keys, the

public key and the private key, having the property that it is computationally infeasible to determine the private key
from the public key

3.14
public key distribution system
a public key cryptosystem which allows a secret key to be jointly created by two communicating entities

3.15
public key user
the party which uses the public key of another party for a cryptographic service

NOTE The Certification Authority is not a public key user,

3
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4 Uses of public key cryptosystems in retail banking systems

In retail banking systems, public key cryptosystems are used primarily for key management; firstly for the management
of the keys of symmetric ciphers, and secondly for the management of the keys of the public key cryptosystems
themselves. This clause describes these applications of public key cryptosystems; the techniques employed in supporl
of these applications are described in clause 5.

4.1 Distribution of symmetric keys

Distribution of one or more keys of a symmetric cipher may be by key transport or by key agreement.

NOTE Mechanisms for the distribution of symmetric keys are described in lSO/lEC 11770-3, where key distribution is
referred to as key establishment.

4.1.1 Key transport

When key transport is used, the symmetric keys shall be enciphered using an asymmetric cipher and the resulting
enciphered key block shall be transmitted to the intended recipient. Key encipherment ensures the confidentiality of the
symmetric keys during distribution; the authenticity and integrity of the key block or of the complete transmitted
message may be ensured by signing the block or message using a digital signature system.

Key encipherment is described in clause 5.

NOTE ISO 11166-1 describes protocols for the transporf of symmetric keys. The protocols use both key encipherment and
digital signatures.

4.1.2 Key agreement

When key agreement is used, the keys for the symmetric cipher shall be established by the use of a public key
distribution system (see annex D). The mechanism used shall ensure the authenticity of the communicating entities.

4.2 Storage and distribution of asymmetric public keys

The public key of an asymmetric key pair needs to be distributed to, and stored by, one or more users for subsequent
use as an encipherment key and/or signature verification key, or for use in a key agreement mechanism. Although this
key need not be protected from disclosure, the distribution and storage procedures shall ensure that key authenticity
and integrity is maintained.

NOTE Some applications are designed such that the required security is dependent on the non-disclosure of the public
key.

One of the following methods may be used to ensure the authenticity and integrity of a public key during storage or
distribution:

— sign the public key and associated data using a digital signature system, thereby creating a key certificate. Key
certificates, and the management of the keys used to create and verify. the certificates, are described in 5.3 and
clause 6;

— create a MAC for the public key and associated data, using the algorithm defined by ISO 9807 and a key used
only for this pu~pose;

— encipher the public key and associated data, using a symmetric or asymmetric cipher.

Key encipherment is described in 5.2.

4
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The following additional method may be used to ensure the authenticity and integrity of a public key during distribu~on
only

—

4.3

distribute the public key over an unprotected channel, and distribute a key verification value of the public key
and associated data using an authenticated channel with dual controls. Key verification is described in 5.5.

Storage and transfer of asymmetric private keys

Since the private key of an asymmetric key pair does not need to be provided to any site other than that of the user, in
some cases [t can be kept within the secure cryptographic device that generated it, If it must be output from the device
that generated it (e.g. for transport to another secure cryptographic device where it is to be used, or for backup
purposes) it shall be protected from compromise by at least one of the following three techniques:

—

—

—

encipherment with another cryptographic key (see 5.2);

dividing into two or more components, such that each bit in the protected key depends on all components;

outputting into another secure cryptographic device, which is the secure cryptographic device where it is to be
used, or a secure transport device intended for this use. (If the communications path is not fullv secured, then
the transfer shall only be permitted inside a secure environment.)

5 Techniques for the provision of key management services

This clause describes the techniques which may be used, individually or in combination, to provide the
management services introduced in ISO 11568-1. Some techniques provide multiple key management services.

It is often necessary (or desirable) to use a public key pair for multiple purposes, e.g. digital signatures

key

and
encipherment. In these cases, key separation techniques shall be employed which ensure that the system is not open
to attack by transformations using the key pair.

The selected techniques shall be implemented in a secure cryptographic device. The functionality of the cryptographic
device shall ensure that the implementation of a technique is such that the intended purpose of the technique is
achieved.

The characteristics and management requirements for a secure cryptographic device are defined in ISO 13491-1.

5.1 Generation of an asymmetric key pair

The two keys of an asymmetric key pair are mathematically related as defined by the design of the particular public key
cryptosystem. The relationship is such that it is computationally infeasible to determine the private key from the public
key.

Most public key cryptosystems are based on modular arithmetic. The size of the modulus not only determines the sizes
of the data and key blocks, but also the difficulty in breaking the system. Where the strength of the system is directly
related to the size of the modulus, the modulus shall be ch”osen to be sufficiently large so as to render attacks
computationally infeasible.

While ensuring that the required relationship between the two keys exists, key generation shall utilize a random or
pseudo-random process such that it is not possible to predict any key or determine that certain keys within the key
space are significantly more probable than others.

NOTE In some cryptosystems it is possible to use a known constant value for a part of the public key. This does not
conflict with the requirement identified above.

5
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5.2 Key encipherment

Key encipherment is a technique whereby one key is enciphered using another key. The resulting enciphered key may
then be managed securely (with confidentiality and/or authenticity ensured) outside of a secure cryptographic device. A
key used to perform such encipherment is called a key encipherment key (KEK).

Three differing cases of key encipherment involving asymmetric keys and ciphers are described here, namely:

a) Encipherment of a symmetric key using an asymmetric cipher.

b) Encipherment of an asymmetric key using an asyinmetric cipher.

c) Encipherment of an asymmetric key using a symmetric cipher.

NOTE Key encipherment using a symmetric cipher to encipher a symmetric key is addressed in ISO 11568-2.

Although key encipherment ensures key confidentiality is maintained, other techniques may need to be employed in
association with the key encipherment in order to ensure adequate key separation, e.g. key tagging (see 5.4).

5.2.1 Encipherment of a symmetric key using an asymmetric cipher

Encipherment of a symmetric key using the public key of an asymmetric cipher is typically used for the distribution of
that key using a non-secure channel. The enciphered key may be a working key, or may itself be a KEK. Thus, mixed
key hierarchies may be created which incorporate the keys of both symmetric and asymmetric ciphers.

NOTE Key hierarchies are described in 1S0 11568-2.

The symmetric key must be formatted into a data block appropriate to the encipherment operation. As the block size of
asymmetric ciphers tend to be larger than the key size of symmetric ciphers, it is usually possible to include more than
one key in the data block for encipherment. Additionally, formatting information, random padding and redundancy
characters may be incorporated in the data block.

5.2.2 Encipherment of an asymmetric key using an asymmetric cipher

Either the public key or the private key of an asymmetric cipher may itself be enciphered using an asymmetric cipher.

5.2.3 Encipherment of an asymmetric key using a symmetric cipher

Either the public key or the private key of an asymmetric cipher may be required to be enciphered using a symmetric
cipher.

As the keys of asymmetric ciphers tend to be larger than the block size of symmetric ciphers, the,asymmetric key must
be formatted into multiple’ data blocks for encipherment. Therefore, the cipher block chaining mode of operation should
be used for the encipherment operation.

NOTE 1 Modes of operation for an n-bit block cipher algorithm are standardized in lSO/iEC 10116.

Double-length keys shall be used in the encipherment of asymmetric private keys.

NOTE 2 Encipherment using a double-length key is described in ISO 11568-2.

5.3 Key certification

During distribution to authorized recipients, or during storage in a key database, the authenticity of a user’s public key
must be ensured.

Key certification is a technique which ensures the authenticity of a public key by creating a digital signature for the key
and associated validation data. Prior to using the public key, a recipientchecks its authenticity by verifying the digital
signature.

6
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The public key and associated validity data for a user are together known as the user’s credentials. The validity data
typically incorporates user and key identification data, and key validity data (e.g. expiry date). A key certificate is issued
by a trusted third party referred to as the Certification Authority. A key certificate is created by signing the user
credentials using a private key owned by the Certification Authority and used only for this purpose.

The management of public key certificates is described in detail in annex B.

5.4 Key separation techniques

Key tagging is a technique for identifyhg the type of a key existing outside a secure cryptographic facility and the uses
to which that key can be put. The key value and its privileges are bound together in a manner which prevents
undetectable modifications to either.

5.4.1 Explicit key tagging

Explicit key tagging involves the use of a field containing information defining the limits of privilege for the associated
key and key type. This field is bound together with the key value in a manner which prevents undetectable
modifications to either.

Implicit key tagging does not rely on the use of an explicit field containing information defining the Jimits of privilege for
the associated key and key type, but rather relies on other characteristics of the system such as the position of the key
value in the record, or the associated functions to determine and limit the rights and privileges of the key.

5.5 Key verification

Key verification is a technique which allows the value of a key to be checked and veriied, without exposing that value.
The technique utilizes a Key Verification Code (KVC) which is cryptographically related to the key via a collision-
resistant one-way function.

At any time following initial generation of the KVC, the key can again be input to the one-way function. If the resulting
KVC is identical to the initial KVC, it is assumed that the value of the key is unchanged.

Key verification can be used to establish that one or more of the following conditions have been met:

a) A key has been correctly entered into a cryptographic device.

b) A key has been correctly received over a communications channel.

c) A key has not been altered.

For private keys’, key verification may be used to ensure that an enciphered key has not been corrupted during
transmission or transformation, or that the key has not been corrupted or overwritten in storage.

For public keys, key verification may additionally be used to facilitate key integrity checking. As long as the KVC is
distributed via an integrity-assured channel, the public key can be distributed via a non-secure channel.

6 Public Key Certificate management

Public Key Certificates can be employed in order for one entity to use another entity’s public key with an acceptable
degree of confidence. The certificate provides a level of assurance for the integrity and authenticity of a public key.
Certificates are generated by a Certification Authority (CA). The public key owner registers its identity and the
corresponding public key with the CA. The CA provides the binding between the entity’s identity and its public key.
Subscribers can then obtain certificates directly from the CA or from the public key owner. For further information, see
annex B. ‘1
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Annex A
(normative)

Approved algorithms and algorithm approval procedure

This annex identifies the algorithms which are approved for use in key management using public key cryptography, and
details the procedure that allows additional algorithms to be approved.

A.1 Approved algorithms

A.1.1 Algorithms approved for encipherment

RSA Ref: AS2805, Part 5,3.

A.1.2 Algorithms approved for digital signatures

RSA Ref: lSO/lEC 9796.

DSA Ref: ANSI X9.30, Part 1.

A.1.3 Approved hash functions

lSO/lEC 10118 (all parts), Hash functions.

MD5

SHA Ref: ANSI X9.30, Part 2.

A.1.4 Approved algorithms for public key distribution systems

X9.42 Diffie-Hellman.

A.2 Procedure for approval of an algorithm

The following procedure for approval of an algorithm for use with this pati of ISO 11568 shall be used by lSOflC 68.

A.2.1 Justification of proposal

lSOflC 68 shall require the originator to justify a proposal by describing:

a) the purpose the proposal is to serve;

b) how this purpose is better achieved by the proposal than algorithms already in the standard;

c) additional merits not described elsewhere;

d) experience in use with the new algorithm.

8
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A.2.2 Documentation

The proposed algorithm shall be completely documented when submitted for consideration. The documentation shall
include:

a) a full description of the algorithm proposed;

b) a clear acknowledgement that the algorithm satisfies, or is compatible with, all the requirements of this part of
ISO 11 568;

c) a definition and explanation of any new terms, factors, or variables introduced;

d) a step-by-step example illustrating the operaticm of the algorithm;

e) detailed information on any prior testing to which the proposed algorithm has been subjected, particularly
concerning its security, reliability and stability; Such information should include an outline of the testing
procedures used, the results of the tests, and the identity of the, agency or group performing the tests and
certifying the results (that is, sufficient information should be provided to enable an independent agency to
conduct the same tests and to compare the results achieved).

A.2.3 Public disclosure

Any algorithm submitted for consideration shall be free of security classification. If copyright or patent application has
been made on the algorithm, the originator shall submit the appropriate letter stating that the originator is willing to grant
a license under these copyrights and patents on reasonable and non-discriminatory terms and conditions to anyone
wishing to obtain such a license to allow free and unconditional use by testers, users and suppliers of supporting
equipment or material. All documentation and information submitted with the request for consideration of the algorithm
shall be considered public information available to any individual, organization or agency for review, testing and usage.

A.2.4 Examination of proposals

lSO/TC 68 shall examine and prepare a report on each new proposal submitted. The report shall normally be sent to
the lSO/TC 68 Secretariat within 180 days of receipt of the proposal (see A.2.5), The report shall state if the proposal is
adequately documented, if it has been properly tested and certified already, and if the proposed algorithm satisfies the
conditions and requirements of this part of 1S0 11568. The examination may also include submission of the proposal
for public review (see A.2.5).

The lSO/TC 68 Secretariat shall determine in each case whether such report and recommendations are best prepared
by correspondence between the members or by a meeting.-lf a meeting is to be held, at least 60 days notice of the
date shall be given and of the papers to be dealt with at the meeting.

Where a majority of membe-rs of lSO/TC 68 recommends the rejection of the proposal, the Secretariat shall notify the
originator, in writing, advising of the rejection and the reasons for it.

A.2.5 Public review

lSO~C 68 shall forward proposals which it considers should be accepted (and which have not already been subjected
to extensive testing or experience) to selected agenci~: or institutions with an international reputation in this field.
These agencies and institutions will be requested to examme and report on the proposals within 90 days of receipt.

NOTE This period of public review may extend the 180 days allowed for lSO/lC 68 to prepare its overall report on the
proposal (se~ A.2.4).

A.2.6 Appeal procedure

Originators whose proposals are rejected by lSO/TC 68 (see A.2.4) may ask the Secretariat of lSO/TC 68 to have the
proposals subjected to public review (see A.2.5) if this has not already been done. If, following submission of the public
review reports, lSO/TC 68 still recommends rejection, the originator may request the lSO~C 68 Secretariat to circulate

9
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the proposal, together with copies of all relevant reports on it, for ballot by P-members of the subcommltee whose
ruling in the matter shall be final.

A.2.7 Incorporation of new algorithms

New algorithms recommended for acceptance by lSO/TC 68, together with relevant reports on them, shall be
circulated for letter ballot by the Secretariat of lSOflC 68 tq all P-members of the subcommittee. Proposals approved
as a result of this process shall be forwarded to the secretariat of lSO~C 68 for action under the abbreviated
procedure to amend an existing standard (see 5.10.11 of Part 1 of the Directives for Technical Work of ISO). Once
approval is given, the new encipherment algorithm shall be added to this”standard.

A.2.8 Maintenance

An algorithm approved by the method described in this part of ISO 11568 shall be reviewed at intervals of not more
than five years.

10
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Annex B
(normative)

Public Key Certificate management

6.1 Introduction

Public Key Certificates should be employed in order to establish and maintain the association between the Key Pair
Owner and the public key. The certificate provides a high level of assurance for the integrity, authenticity, and
ownership of a public key. .

This normative annex presents the following information, divided into three clauses:

Clause B.2 describes who the entities are, identifies documents, and explains
management.

Clause B.3 describes what the processes are and defines the responsibilities for
management.

these relationships for certificate

each of the entities for certificate

Clause B.4 defines the mandatory, recommended and optiopal data elements contained within a Public Key Cefificate.

Additional infqmation for certificate management and certificate data elements can be found in the ANSI standard
X9.57 which specifies Public Key Certificates. Both standards use ASN.1’ as described in lSO/lEC 8824, lSO/lEC 8825
and lSO/lEC 9594-8.

B.2 Entities and documents

B.2.I Identification documents

Identification documents are the physical or
establishing the identity of the Key Pair Owner.

B.2.2 Credentials

electronic documents submitted to the Certification Authority for

Credentials are the physical or electronic documents submitted to the Certification Authority for establishing the identity
of the public key. Refer to B.4~2.

B.2.3 Public Key Certificates

Public Key Certificates are the physical or electronic documents ensuring the binding between the identity of the Key
Pair Owner and the corresponding public key by means of a digital signature, generated by a Certification Authority and
its private key. Refer to B.4. 1.

B.2.4 Certification Authority

The Certification Authority (CA) is an authorized agent who provides the following services:

a) confirms the identity of the Key Pair Owner;

11
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b) verifies the correctness of the public keyp);

C) generates a Public Key Certificate;

d) issues the Public Key Certificate to the Key Pair Owner (who in turn may distribute the certificate to Public Key
Users); and

e) possibly distributes or makes available the Public Key Certificate to Public Key Users.

B.2.5 Kev Pair Owner

A Key Pair owner is the owner of the private and public key pair and the user of the private key, who either generated
the asymmetric keys or securely obtained the asymmetric keys from a trusted third party.

B.2.6 Public Key LJser

A Public Key User is the user of the public key, which was extracted
from a Certification Authority. The Public Key User authenticates the

from a Public Key Certificate originally obtained
certificate by verifying the CAS signature using

the CAS public key. A Public Key Certificate implies authentication of the Key Pair Owner’s identity and provides
integrity of the owner’s identity and his public key.

The Public Key User shall initially obtain the CA’s public key in such a manner that its authenticity and integrity is
established and maintained. This may be accomplished using Public Key Certificates from another CA whose public
key is already established, manual exchange of the CA’S public key since the data is not secret, or other cryptographic
techniques including symmetric and asymmetric key management schemes.

B.2.7 Entities and documents relationships

Figure 6.1 is a visual representation depicting the relationships between the entities and the documents described
above.

1

Q ‘b(1 “-
ID

4
KPO CA

-0
PKU

2
c

‘0-0 OB
PKU

I 3
c

Figure B.1

2) For example, the Key Pair Owner can generate a digital signature using the private key and the CA can verify the signature
using the public key. As another example, the CA can encrypt a message using the public key which the Key Pair Owner can
decrypt using the private key. In both examples, the CA is assured that the Key Pair Owner actually retains the corresponding
private key.

.

‘1
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a) The Key Pair Owner (KPO) registers the proper Identification Documentation (ID) and credentials with the

Certification Authority (CA)3J.

b) The CA generates the Public Key Certificate (C) and transfers a copy to the, owner (KPO).

c) The owner may distribute certificate(C) copies to one or more Public Key User (PKU).

d) The CA may also distribute certificate copies to one or more users (PKU).

e) The CA may alternatively make certificates available to users by placing them on a database (DB) or a public
directo~.

6.3 Processes and responsibilities

This subclause describes the responsibilities of each entity for the following certificate management processes:

—

.

—

.

—

Registration of a Key “Pair Owner.

Generation and transfer of a certificate.

Distribution of a Certificate.

Revocation of a certificate.

Usage of a certificate by a Public Key User.

Note that all actions taken by a Certification Authority shall be logged in an audit journal which is reviewed
periodically.

B.3.1 Registration of a Key Pair Owner

Registration is the process whereby the public key’s identity and the owner’s identity are established by means of
validating the owner’s credentials and identification documents.

The appropriate identification documents and credentials shall be submitted either directly to the CA or to a Local
Registration Authority (LRA) who is recognized by the CA to validate identification documents. The LRA is a function
performed either by the CA or a third party.

The LRA shall validate the identification documents and either creates or verifies a unique name for the Key Pair
Owner. If the LRA is not part of the CA, then secure means shall be used to ensure the authenticity and integrity of the
owner’s identity and credentials during transfer from the LRA to the CA.

An independent notification shall be used to verify that the submitted identification documents and credentials were
correct and authorized This requires a written or verbal confirmation obtained via a different channel other than the
original one whereby the documents were obtained.

This registration process shall be performed for each Public Key Certificate issued by a CA.

B.3.2 Generation and transfer of a certificate

Generation is the process whereby a Public Key Certificate is created by the CA.

3) Note that if the CA generates the KPO’S asymmetric key pair, the KPO does not necessarily register its credentials with the
CA as the credentials do not contain the public key.
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Upon successful completion of the registration process, the CA shall create the certificate by signing the appropriate
information, as defined in clause B.4, and concatenating the digital signature to the above signed data. The issuance of
a certificate ensures that the owner’s identity and public key are authentic and the digital signature provides integrity of
the information.

Transfer is the process whereby the Public Key Certificate is returned to the Key Pair Owner.

The CA may issue the Public Key Certificate to the Key Pair Owner at the time of generation or at a later time via the
distribution mechanism.

In addition, the CA may send an independent notification to the Key Pair Owner that a cerhtlcate has in fact been
issued.

B.3.3 Distribution of a certificate

Distribution IS the process whereby Public Key Users may obtain the Public Key Certificates for usage. Optionally, the
certificate may contain an expiry date which indicates the end of its operational use.

Certificates may be obtained from either the Key Pair Owner or the CA. The actual distribution method may vary,
including mailed documents, electronic media and on-line data bases. In any case, the CAS pubtic key needs to be
known to the Public Key User for validating the certificate.

B.3.4 Revocation of a certificate

Revocation is the process whereby a certificate is brought to the end of its operational use, prioc to the expiry date. The
cetiificate may be revoked for security reasons due to a possible or suspected compromise of either the entity’s or the
CA’s private key or for other business reasons. At a minimum, a Certificate Revocation List (CRL) shall be maintained
by the CA. All revoked certificates are added to the list regardless of the termination reason.

The CRL shall be available for all Public Key Users. For example, the CA may distribute revocation notices directly to
the Public Key Users or maintain the CRL asan on-line database.

The CA shall maintain the integrity of the CRL and ensure the tithenticity of the entries. The integrity and authenticity
of the CRL shall be maintained by signing the entire CRL or applying message authentication as defined in ISO 9807,
to ensure its integrity and provide independent verification. If revocations are individually distributed, they shall also be
signed by the CA.

In addition, the CA shall send an independent signed revocation notice to the Key Pair Owner that a certificate has
been revoked.

B.3.5 Usage of a certificate by a Public Key User

Usage is the process whereby a Public Key User employs the Public Key Certificate. Before the Public Key User may
make use of the certificate, the certificate shall be validated; This is accomplished in the following mannec

— Ensure that the correct Public Key Certificate is selected.

— Ensure that the certificate has not been revoked by checking that the certificate does not appear in the CRL.

— If start or expiry dates are contained in the certificate, ensure that the certificate is active.

— Verify the integrity of the certificate information (i.e. verify the digital signature using the CAS public key),

B.4 Certificate data elements

This clause defines the data elements within a certificate. Options for data elements are defined as:

M: Mandatory data elements shall be present.
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..

R: Recommended data elements should be present.

O: Optional data elements maybe present.

Information js presented by a hierarchy of tables, the high level being the certificate itself, as described in B.4.1 with
further detai]s described in B.4.2 and B.4.3.

B.4.1 Public Key Certificate data elements

Table B.1

Public Key Certificate data elements

Op data element(s):

M 1. Key Pair Owner CredentialsAJ

o 2. Certificate Serial Number

o 3. Certificate Start Date

R 4. Certificate Expiry date

R 5. CA lnforrnation4J

o 6. Attribute Certificate Indicator

PA 7. Digital Signature

Note that the data elements presented in B.4.1 are listed in recommended order. The following are descriptions for
each data element.

B.4.1.1 Key Pair Owner Credentials

See B.4.2 for descriptions.

B.4.1.2 Certificate Serial Number

This is a number assigned by the CA to uniquely identify each certificate issued by the CA. This may be used in
conjunction with certificate storage or in association with attribute certificates.

B.4.1.3 Certificate Start Date

This is the beginning date from which the certificate is usable, typically the issuance date assigned by the CA. Refer to
B,3.2.

B.4.1.4 Certificate Expiry Date

This is the end date after which the certificate is no longer usable, assigned by the CA. Refer to B.3.4.

4) These data elements are further defined in B.4.2 and 6.4.3, respectively.
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B.4.1.5 CAlnformation

See 6.4.3 for descriptions.

B.4.1.6 Attribute Certificate Indicator

This is a value indicating that one or more corresponding attribute certificates exists which further define the usage of a
KPO’S asymmetric key pair. Refer to annex C.

B.4.1.7 Digital Signature

This is the value generated from the public key cryptographic algorithm. Typically, the signature length is reduced by
first applying a hash function to the data. However, in some cases the signature may be generated without the benefit
of a hash,

B.4.2 Key Pair Owner Credentials

Table B.2

Key Pair Owner Credentials I

Op I data element(s): I

M 1. Relative Distinguished Name

M 2. Public Key Value

R 3. Public Key Length

R I 4. Public Key Name I

R I 5. Public Key Parameter Modulus 1

R 6. Public Key Paramete~ Algorithm Identifier

R 7. Pubiic Key Parametec Hash Identifier

o 8. Time and Date of Submission

Note that the data elements presented in 6.4.2 are listed in optional (op) order. The following are descriptions for each
data element.

B.4.2.1 Relative Distinguished Name

This is the Key Pair Owner’s name, unique relative to. all Key Pair Owners registered with the same Certification
Authority.

B.4.2.2 Public Key Value

This is the value of the Key Pair Owner’s public key, typically expressed in binary or hexadecimal digits.
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B.4.2.3 Public Key Length

This is the length of the public key, ~pically expressed as the number of bits.

B.4.2.4 Public Key Name

This is the public key:s name, unique relative to all public keys for each Key Pair Owner.

The following data. elements are recommended parameters which are specific to a given public key algorithm.
Additional parameters may be necessary to completely define the algorithm.

6.4.2.5 Public Key Parameter: Modulus

This is the modulus value used with the public key algorithm, which is typically non-secret data.

B.4.2.6 Public Key Parameter: Algorithm Identifier

This is a value which identifies the specific public key algorithm intended for use with the Key Pair Owner’s public key.

B.4.2.7 Public Key Parameter: Hash Identifier

This is a value which identifies the specific hash function used in conjunction with the Key Pair Owner’s public key for
digital signatures.

B.4.2.8 Time and Date of Submission

This is the time and date of the Key Pair Owner’s registration with the LRA or CAj which may not necessarily coincide
with the start date.

B.4.3 CA Information

Table B.3

CA Information

Op data element(s):

R 1. CA Distinguished Name

o 2. CA Public Key Parameten Modulus

o 3: CA Public Key Parametec Algorithm Identifier

o 4. CA Public Key Parameter: Hash Identifier

Note that the data elements presented in B.4.3 are listed in optional (op) order. The following are descriptions for each
data element.

B.4.3.1 CA Distinguished Name

This is the CAS name, unique relative to all other Certification Authorities.

B.4.3.2 CA Public Key Parameter: Modulus

This is the modulus value used with the CA’s public key algorithm.
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B.4.3.3 CA Public Key Parameter: Algorithm Identifier

This is a value which identifies the specific public key algorithm intended for use with the CAS public key.

B.4.3.4 CA Public Key Parameter: Hash Identifier

This is a value which identifies the specific hash function used in conjunction with the CAS public key for signing
certificates.
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Annex C
(informative)

Attribute Certificate

C.1 Attribute Certificate

Attribute Certificates are a technique to enhance the functionality of Public Key Certificates while still maintaining
interoperability with existing certificates, such as those defined in the ITU standard X.509.

The existence of one or more Attribute Certificates is denoted in the Public Key Certificate by the Attribute Certificate
Indicator. Conversely, the Certificate Serial Number from the Public Key Certificate is contained in each Attribute
Certificate.

The Public Key Certificate provides the Public Key User with a valid public key which is used to either encrypt
information or to verify the signature on information. The purpose for which that information can be used is specified in
an Attribute Certificate.

C.2 Examples of Attribute Certificates

For example, a Public Key Certificate would allow a merchant or an acquirer to verify the signature on a retail
transaction which provides authenticity of the Key Pair Owner. However, the Public Key Certificate by itself may not
authorize the Key Pair Owner to execute such a transaction.

In this example, another entity known as the Attribute Authority may issue one or more Attribute Certificates for the Key
Pair Owner. Note that the Attribute Authority (AA) is not necessarily the same entity as the Certification Authority (CA).

The AA may issue an Attribute Certificate which contains the Public Key Certificate Serial Number and provides
authorization to the Key Pair Owner for retail purchases up to a certain monetary limit. Thus, the merchant or acquirer,
after verifying the signature and examining the Attribute Certificate, could approve the signed retail transaction.

In addition, the same Attribute Certificate could contain multiple monetary limits for different types of retail transactions,
such as cash advances, hotels, restaurants, etc.

The same AA may issue another Attribute Certificate which might contain similar monetary information for different
countries.

A different AA may issue another Attribute Certificate which might contain similar monetary information but for a
different financial institution.

C.3 Roles and responsibilities

The roles and responsibilities are similar for Attribute Certificates as those for Public Key Certificates.

C.3.1 Certificatation Authority

The responsibility of the CA is the same as described for Public Key Certificate management (refer to B.2.4).
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C.3.2 Key Pair Owner

The responsibility of the Key Pair Owner is to ensure that the AA has the Public Key Certificate and any other
appropriate information that the AA requires.

C.3.3 Attribute Authority

The responsibilities of the AA are as follows:

— obtain the CA’s public key, either using initial key procedures or certificates;

— obtain the Public Key Certificate either from the Key Pair Owner or the original CA;

— verify the CA’s signature on the Public Key Certificate of the Key Pair Owner

— specify the appropriate information to the Key Pair Owner necessary for issuing a certificate;

— obtain the appropriate information from the Key Pair Owner, preferably signed by the Key Pair Owner

— verify the Key Pair Owner’s signature, if the information is signed;

— generate and issue the Attribute Certificate, as described in clause C.4.

The format and data content is described in clause C.4.

C.3.4 Public Key User

The responsibilities of the Public Key User areas follows:

—

—

—

—

—

—

obtain the CA’s and AA’s public keys, either using initial key procedures or certificates;

obtain the Public Key Certificate and the Attribute Certificate, either from the Key Pair Owner or the original CA
and AA, respectively;

verify the CA’s signature on the Public Key Certificate of the Key Pair Owner

verify the AA’s signature on the Attribute Certificate of the Key Pair Owner;

verify the Key Pair Owner’s signature on the transaction;

approve the transaction or execute the requested function, if appropriate.
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C.4 Attribute Certificate data elements

Table C.1

I Attribute Certificate data elements

Op data element(s):

10 \ 1. Kev Pair Owner Credentials5J

R 2. Certificate Serial Numbers)

o 3. Certificate Start Date

IR I 4. Certificate Expiry date

IR I 5. AA Information

M 6. Attribute Information

M 7. Digital Signature

C.4.1 Key Pair Owner Credentials

This is the same information as discussed in annex B. If the original Public Key Certificate does not contain a
Certificate Serial Number, then these data elements shall be present to ensure uniqueness.

C.4.2 Certificate Serial Number

This is the same information as discussed in annex B and is recommended as the pointer back to the original Public
Key Certificate.

C.4.3 Certificate Start Date

This is the same information as discussed in annex B, except that the AA specifies this data.

C.4.4 Certificate Expiry Date

This is the same information as discussed in annex B except that the AA specifies this data.

C.4.5 AA Information

This is similar to the information as discussed in annex B for Certification Authorities.

C.4.6 Attribute Information

This is the information which specifies the actual use of the Key Pair Owner’s private key.

C.4.7 Digital Signature

This is the same information as discussed in annex B except that the AA generates the digital signature using its
private key.

5) Note that one of these data elements shall be present in order to provide the link to the corresponding Public Key
Certificate.
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Annex D
(informative)

Fundamental concepts of public key cryptosystems

D.1 Introduction

Public key cryptography embraces systems which enable security services such as authentication, integrity,
confidentiality and non-repudiation of origin to be initiated without the requirement of an initial distribution of secret
keying material.

These systems require the distribution of a non-secret quantity called the ‘public key’ (PK). Associated with the public
key is a quantity which must be kept secret by the owner of these quantities, and which is therefore called the ‘private
key’ (SK). These two quantities, the public key and the private key, form an ‘asymmetric key pair’. Although the two
keys are mathematically related, it must be computationally infeasible to calculate the private key from the public key.

A public key cryptosystem consists of two algorithmic operations, each utilizing one of the pair of keys, and a method
for generating a key pair.

NOTE The private key is sometimes referred to as a secret key. However the term ‘private key’ is used here to distinguish
the terminology from the secret key of a symmetric cipher.

Three public key cryptosystems, which are used in key management, maybe distinguished: asymmetric ciphers, digital
signature systems and public key distribution systems. These systems are described in the remainder of this annex.

D.2 Asymmetric ciphers

D.2.1 Overview

A cipher system comprises an encipherment operation and the inverse decipherment operation. Encipherment
transforms plaintext to ciphertext using an encipherment key; decipherment transforms the ciphertext back to plaintext
using a decipherment key.

An asymmetric cipher is one in which the encipherment key and the decipherment key arp different, and it is
computationally infeasible to deduce the decipherment key from the encipherment key.

Therefore, the encipherment key may be made public, and so becomes the public key (PK), while the corresponding
decipherment key is kept secret by the owner of the key pair, and so is referred to as the private key (SK).

D.2.2 Operations

The encipher (e) and decipher (d) operations are denoted as follows:

ciphertext = ePK(plaintext)

plaintext = dSK(ciphertext)

D.2.3 Security services

Data (plaintext) may be enciphered by any entity that has access to the public key, but the resulting ciphertext may be
deciphered (and the plaintext recovered) only by the holder of the private key, i.e. the owner of the key pair. Thus,
asymmetric ciphers are uni-directional in nature, i.e. a single key pair provides a confidentiality service in one
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communications direction “only. Should confidentiality be required in both directions, each of the two communicating
entities is required to own a key pair.

As the encipherment key is public, received ciphertext can provide no trustworthy information concerning the origin of a
message. Therefore, encipherment using an asymmetric cipher does not implicitly provide an entity authentication
service.

D.3 Digital signature systems

D.3.1 Overview

A digital signature system permits an unforgeable transformation of a message (the digital signature) to be calculated
by the owner of an appropriate asymmetric key pair. The signature is created using the private key, and can be
subsequently verified using the public key.

Only the owner of a k&y pair is able to create a valid digital signature as no other entity has access to the private key,
whereas any entity having access to the public key may verify the correctness of the digital signature.

D.3.2 Operations

A digital signature system incorporates the two complementary operations of ‘sign’ and ‘verify’. The sign operation
utilizes the private key (SK) of a key pair to transform data into a digital signature. Subsequently, the verify operation is
used with the pub!ic key (PK) of the key pair to verify the digital signature.

The sign (s) and verify (v) operations are denoted as follows:

signature = sSK(data)

data = vPK(signature)

The verify operation recovers data from the received signature and determines whether or not it is correct. The system
must incorporate some process which allows this determination to be made. Two alternative methods are described in
D.3.2.I and D.3.2.2.

D.3.2.1 Digital signature with message recovery

The verify operation of a digital signature system involves using the public key to recover the data from the digital
signature, and then determining whether or not the data is correct.

One method which facilitates this check of the recovered data is to construct the data to be signed from the message
and some extra redundant information that has a value that is dependent on the contents of the message. This
redundant information may be concatenated or interleaved with the message to form the data to be signed.

After the verify operation has recovered the data from the digital signature, a check is performed that the recovered
message content and the redundant information agree.

Wtih this method the message is transmitted within the digital signature, and is directly recovered as part of the verify
operation.

Approved digital signature systems which provide message recove~ are listed in annex A.

D.3.2.2 Digital signature with hashing

Rather than attempting to sign a message of arbitrary length directly, the message may first be processed by a hash
function to produce a short fixed length hash result. The hash ‘result becomes the data that is signed as described in
D.3.2 above. The message and the digital signature are then transmitted to the intended recipient.
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The verify operation consists of calculating a hash result for the received message and comparing this with the hash
result in the data recovered from the digital signature.

A hash function is a non-secret algorithm which takes any arbitrary length message as input and produces a fixed
length hash result. The algorithm must be collision-resistant, i.e. it is computationally infeasible to discover two
messages which produce the same hash result.

Approved hash functions for use in key management using public key cryptography are listed in annex A.

D.3.3 Security services

A digital signature system provides the security services of data integrity, entity authentication and non-repudiation.

Data integrity is assured as any change to the data included in the signing process or any change to the digital
signature, would cause the digital signature verification operation to fail.

Entity authentication is provided as only the holder of the private key, i.e. the owner of the asymmetric key pair, is able
to generate a valid digital signature.

NOTE 1 Entity authentication protocols using public key cryptography are standardized in lSO/lEC 9798-3.

Non-repudiation of origin is provided as the owner of the asymmetric key pair is not able to deny having generated a
digital signature which verifies correctly.

NOTE 2 If the key pair of a digital signature system is not generated by the device which subsequently uses the private key
to generate digital signatures, the system may not provide a non-repudiation.

In order to protect against rep!ay, a sequence number or a time stamp should be used.

D.4 Public key distribution systems

D.4.1 Overview

A public key distribution system enables a secret value to be shared between two communicating entities using one or
two asymmetric key pairs. The secret value may then be used as the key in a symmetric cipher.

NOTE The terminology should not be confused with the distribution of the public key of an asymmetric key pair.

D.4.2 Operations

The following subclauses summarize techniques for the distribution of keying material and are included for reference
only. ISO 11770-3 should be consulted for the specification of the techniques for distribution of keying material.

D.4.2.1 Systems using a single key pair

If the system utilizes just one key pair, one of the entities performs a ‘generate’ operation using the public key of the key
pair owned by the other entity. This operation generates two quantities; one is the secret value which the two entities
will share in common, the other is a related value which may be transmitted to the other entity using a non-secure
channel and allows that entity to calculate the secret value. On receipt of the related value, the owner of the
asymmetric key pair initiates a ‘transform’ operation which uses the private key of the recipient’s asymmetric key pair
and the received value to calculate the shared secret value. These operations may be denoted as follows:

(secret val, xmit val) = gPK(random)

secret val = tSK(xmit val)
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D.4.2.2 Systems using two key pairs

Alternatively, a public key distribution system may utilize two asymmetric key pairs, one owned by each of the
communicating entities. Both entities independently generate the same secret value using the private key from one key
pair and the public key from the other. The operations may be denoted thus:

secret vat = g(PKa, SKb)

secret val = g(PKb, SKa)

D.4.3 Security services

Public key distribution systems provide a key distribution service. The secret value shared between the two entities
may be used to derive a key for a symmetric cipher, or for other purposes where a secret pseudo-random value is
required.
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Annex E
(informative)
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(Continued from second cover)

The International Standards ISO 8908 and ISO 11166 (all parts) have been withdrawn by the
International Organization for Standardization (ISO).

In this adopted standard, informative references also appear to the following International Standards,
for which no Indian Standards exist:

lSO/lEC 9798-3:1993

ISO 11568-1:1994

ISO 11568-2:1994

ISO 11568-5:1998

LSO/lEC 14888 (all parts)

ANSI X9.57:1997

Information technology — Security techniques — Entity authentication
mechanisms — Part 3 : Entity authentication using a public key algorithm

Banking — Key management (retail) — Part 1 : Introduction to key
management

Banking — Key management (retail) — Part 2 : Key management
techniques for symmetric ciphers

Banking — Key management (retail) — Part 5: Key life cycle for public
key cryptosystems

Information technology — Security techniques — Digital signature with
appendix

Public key cryptography for the financial services industry : Certificate
management

The Sectional Committee responsible for the preparation of this standard has reviewed the provisions
of the above referred standards and has decided that they are acceptable as such for use in
conjunction with this standard.

Annexes A and B form an integral part of this standard. Annexes C, D and E of this standard are for
information only.
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